: At GLAD Law we know that staying safe
GL W online is important, especially for queer

and trans folks. Below you will find
information on online safety, harassment
and doxing as well as resources for

Dig ital | Safety Gu ide yourself and your organization.

GLBTQ Legal Advocateé & Defenders

What steps can | take to protect myself online?

The first thing you should consider is assessing your online presence and making sure you
are taking steps to protect your personal and identifying information wherever you can.
Everyone is at a different level of risk based on their situation, activities, and background.

Some steps you can take to minimize risk include:

e Protect your accounts

e Use strong passwords

o Utilize a password manager

o Create a separate email account specifically for password recovery

» Utilizing two-factor identification for all online accounts

» Understand the privacy and harassment policies of the sites you use. See Right to
Be’s Guide to Privacy and reporting_on social media platforms.

e Limit what you share:

o Turn off location services (Google and Android, |1OS, apps)

o Turn off all the things that allow people to drop files on your devices, like airdrop
(apple) and bluetooth.

 Remove personal identifying information, such as your address, from digital spaces
(social media, Linkedln, etc.)

You can search for what is available about you online (self-doxing) and take steps
to remove what you can.
Here are a few examples of sites that you can use:

Spokeo (to remove listing: http://www.spokeo.com/opt_out/new )

us/articles/203263794-Remove-my-listing-from-Whitepages- )



https://righttobe.org/guides/how-to-use-social-media-safely/
https://righttobe.org/guides/how-to-use-social-media-safely/
https://support.google.com/accounts/answer/3467281?hl=en
https://support.apple.com/en-us/HT203033
https://support.google.com/nexus/answer/6179507?hl=en
http://www.spokeo.com/
http://www.spokeo.com/opt_out/new
http://www.spokeo.com/opt_out/new
http://www.anywho.com/
http://www.anywho.com/help/privacy
http://www.anywho.com/help/privacy
https://www.intelius.com/
https://www.intelius.com/optout.php
https://www.intelius.com/optout.php
https://support.whitepages.com/
https://support.whitepages.com/hc/en-us/articles/203263794-Remove-my-listing-from-Whitepages-
https://support.whitepages.com/hc/en-us/articles/203263794-Remove-my-listing-from-Whitepages-
https://support.whitepages.com/hc/en-us/articles/203263794-Remove-my-listing-from-Whitepages-

Doxing (also spelled doxxing):

What is Doxing?

Goxing is the act of revealing someone’s personal information online. The tern“

is derived from “dropping dox” or documents about an adversary. Doxing is a

form of online harassment that means publicly exposing someone’s real name,
address, job, or other identifying data. Doxing happens without a victim’s

k consent, with the aim of humiliating or bullying a victim. j

Read more here:

Avast
US News
Cyberbullying Research Center

Is Doxing lllegal?

There are no specific anti-doxing laws in
most jurisdictions. Instead, the legality of
doxing is determined on a case-by-case
basis. While compiling or publishing
publicly available information is rarely
illegal, there are other crimes that doxers
can be charged for. Those crimes include
stalking, harassment, identity theft, or
incitement to violence.

In the US, the Interstate Communications
Statute and the Interstate Stalking Statute
may be applied to doxing, depending on
the details of a particular case. Doxing
could also violate the terms of service for
certain websites. For instance, Twitter
prohibits posting the private information
of another person without their
permission.

Read more here: Avast

If you have been doxed and begin to

receive direct threats of violence or

experience violence, you are able to

request a Harassment Prevention

Order (also called Civil Protection

Orders or Temporary Restraining
Orders).

More information
on how to do so in:

Connecticut
Maine
Massachusetts
New Hampshire

Rhode Island

Vermont

It may also be appropriate to file a
complaint to the Attorney

General’s Civil Rights Division in
your state.

Connecticut

Maine

Massachusetts

New Hampshire

Rhode Island

Vermont

GLAD
LAW

GLBTQ Legal Advocates & Defenders


https://www.avast.com/c-what-is-doxxing
https://www.usnews.com/360-reviews/privacy/what-is-doxxing
https://cyberbullying.org/doxing-and-cyberbullying
https://www.avast.com/c-what-is-doxxing
https://jud.ct.gov/forms/grouped/civil/civil_protect_order.htm
https://www.courts.maine.gov/help/abuse/index.html#:~:text=IF%20YOU%20ARE%20A%20VICTIM,or%20Harassment%20case%20by%20email.
https://www.mass.gov/harassment-prevention-orders
https://www.courts.nh.gov/self-help/restraining-orders
https://www.helprilaw.org/sites/helprilaw.org/files/Protective%20Orders%20In%20Rhode%20Island.pdf
https://www.courts.ri.gov/PublicResources/domesticviolenceunit/PDF/VictimInfoEnglish.pdf
https://ago.vermont.gov/divisions/civil-rights#:~:text=The%20Civil%20Rights%20Unit%20(CRU,for%20victims%20of%20hate%20crimes.
https://www.justice.gov/crt
https://www.courts.maine.gov/help/abuse/index.html#:~:text=IF%20YOU%20ARE%20A%20VICTIM,or%20Harassment%20case%20by%20email.
https://www.mass.gov/how-to/file-a-civil-rights-complaint
https://www.doj.nh.gov/civil-rights/index.htm
https://riag.ri.gov/about-our-office/divisions-and-units/civil-division/public-protection/civil-community-rights-0
https://ago.vermont.gov/divisions/civil-rights#:~:text=The%20Civil%20Rights%20Unit%20(CRU,for%20victims%20of%20hate%20crimes.

I am being doxed. What can | do?

There are several free, DIY methods to help eliminate or lessen the effects of
doxing as well as the amount of personal information that is online.

You can find more information using the resources below.

What to do if you've been doxxed from Crash / Another option is paying to \
Override have your personal information
Securing your accounts from Crash Override scrubbed from the internet by
Visit Harvard’s Cyberlaw Clinic website to see if you a service. Below are two such
qualify for their pro bono support. paid services that can help you
Antidoxing_guide from EqualityLab. scrub personal information
Contact the Cyber Civil Rights Initiative for support. online. These are not intended
Right to Be’s guide How to Use Social Media Safely as endorsements, and there
includes information on how to report online are other services available as
harassment on all major social media platforms. well. We encourage you to
Make a report to the US Department of Justice’s Civil research to find the service
Rights Division here or here. that best meets your need and
your budget

Deleteme

How can | protect my organization from Brightlines

online harassment?

Right to Be has a digital how to guide you can find here: :
And another here. ”
How can | help stop doxing all together? : G
Support the Anti-Defamation League’s efforts to disrupt online hate. LAW

Volunteer with the Cyber Civil Rights Initiative.

GLBTQ Legal Advocates & Defenders

Dealing with doxing is taking a toll on my mental health. What can | do?

The Trevor Project has a 24/7 national hotline for LGTBQ+ people in crisis.
For folks living in New England, Fenway Health has a free mental health program for
LGBTQ+ people who have or are experiencing violence and harassment.
Tips for dealing with the effects of doxing from GoodTherapy can be found here.

Acknowledgements: All of the information in this guide came from the linked sources above. The majority of
this information came from Right to Be and can be accessed on their Digital Safety How-To Guide.



https://www.thetrevorproject.org/contact-us/
https://fenwayhealth.org/care/behavioral-health/violence-recovery/
https://www.goodtherapy.org/blog/trolls-toxicity-surviving-online-harassment-0529197
https://crashoverridenetwork.tumblr.com/post/114270394687/so-youve-been-doxed-a-guide-to-best-practices
https://crashoverridenetwork.tumblr.com/post/109948061867/account-security-101-passwords-multifactor
https://hls.harvard.edu/clinics/in-house-clinics/cyberlaw-clinic/
https://equalitylabs.medium.com/anti-doxing-guide-for-activists-facing-attacks-from-the-alt-right-ec6c290f543c
https://cybercivilrights.org/
https://righttobe.org/guides/responding-to-online-harassment/
https://www.justice.gov/file/1577186/download
https://www.justice.gov/hatecrimes/get-help-now
https://righttobe.org/guides/fortify-your-organization-against-online-harassment/
https://docs.google.com/document/d/198xjY981uhvrSp1trf0-wjr5rXRskRD7v8aJ2vUWfjA/edit
https://joindeleteme.com/?coupon=DATA20&utm_source=google&utm_medium=cpc&utm_campaignid=6492391628&utm_adgroupid=77598070786&utm_keyword=deleteme&utm_device=c&utm_content=621371624108&utm_matchtype=b&utm_campaign=GoogleAds_Search_Branded&utm_adgroup=Brand_Term_Only&gclid=Cj0KCQjwn9CgBhDjARIsAD15h0DYetPAbh0uo-XM3CQ-vBlOvVoW993oEjh90aikM38Y2HfV0PfrX2IaAhxdEALw_wcB
https://brightlin.es/
https://www.adl.org/repair-plan?_gl=1*63krzv*_ga*MzkyNTA2MzA0LjE2ODExNDg4NTk.*_ga_S9QB0F2PB5*MTY4MTE0ODg1OS4xLjEuMTY4MTE0OTA2NC4wLjAuMA..
https://cybercivilrights.org/

